MporpammHbIn KomnneKkc «Cupuyc-UC»

O6wue cBeaeHus

MK «Cnpuyc-UC» npeactaBnaeT coboi MOLLHbIA NPOrPamMMHbIi

KOMMIEKC  HOBOroO  MOKOJIeHMA, pa3paboTaHHbii  Poccuitckon

/ \ komnaHunen 000 «HMA Bupa Peantam» gnsa co3gaHna cOBPeMeEHHbIX
O cupuyc-mc OVCNeTYEPCKMX CUCTEM KOHTPOAA W YNpaBAeHUA, HALEMXHbIX CUCTEM
\ / aBTOMATU3UMPOBAHHOIO WM aBTOMATMYECKOrO YMPaB/NE€HUA, PACYETHO-
AHANIUTUYECKUX CUCTEM U CUCTEM NOALEPMKKM NMPUHATUA peLleHnn ana

CNy»K6 3KcnyaTaumnm, TEXHONOMoB, AUCNETYEPOB U ONEepPaTopoB C TMBKO
HacTpaMBaeMbIM 1 pacmnpaembiM GYHKLMOHANOM.

Kniouyesble 0cO6€HHOCTU

OcCHOBHbIM NMPUHLKUNOM pa6OTbI KOMMNNEeKCa ABNAAETCA: YHUBEPCA/ZIbHOCTb, OTKPbITOCTb,

— €aunHble Tpe6OBaHMﬂ K o6pa60TKe, AOMUNHUCTPUPOBAHNIO, XPaHEHUIO U NPeacCTaBNEHUIO OAHHbIX
— o

el AN1A MHTETPAUMKU MOAYN1EN N arPernpoBaHnA MHd)OpMaLI'MM M3 Pas3/INdHbIX CTOPOHHUX CUCTEM U

obopynoBaHus.

ObbEeKTHO-OpMEHTUPOBaAHHbIe 6a3a AaHHbIX U MeToAbl Pa3paboTKM COKPALLAT CPOKM M 3aTpaTbl Ha
pa3paboTKy cMCTeMbl aBTOMaTU3aLMMN.

MexaHu3Mbl W opraHusauma MHPOPMaLMOHHOMW 6e30MacHOCTM, HACTPOMKM n[ocTyna W npas
nonb3oBaTesiei obecneynBaeT 6€30NaCHOCTb Ha BCEX 3Tanax OT Pa3pabOoTKM A0 3KchnayaTaumMn Ha obbekTax

3aKa3yuKa.

MHorotomHas (250 TomoB) opraHuMsauma 6as3a [aHHbIX Ha OAHOM CepBepe C MaKCUManabHOM
noaaepxkor 40.000.000 Touek (250 x 5 x 32.000).

BbicoKas nNpou3BoANTEIbHOCTL MO 06paboTke 1 xpaHeHUto 6asbl AaHHbIX ¢ noaaep»Koi ~1.000.000*
ToueK/ceK Ha AAP0 ANA TUMUYHON KOHUrypaumm cepeepa.

ApXuteKrtypa

B kayectBe agpa cuctembl «Cupuyc-
MC» mncnonb3yercs noAacucTeMa peasbHoro
BPEMEHM, KOTOpPas peluaeT obLiecucTeMHble
3a43a4mn obecneyeHunn KOHTPO/IA NapameTpoB

. NpPOEeKToB
M ONOBELLEHUS BCEX MOACUCTEM U MOAy/eM
06  M3MEeHeHMM  pJaHHbIX W ABNAeTCA
MynbTUNNAPOPMEHHOM noacUCTEMOWN,
bYHKUMOHMpYOWeEen nog onepauyMoHHbIMU
cuctemamm Solaris, Windows u Linux. CepBepHoe L)

MK «Cupuyc — UC» nocTpoeH no moAy/ibHOMY NpuHUMNY. CMUCOK KOMMOHEHTOB M MOAYNEN Nerko
pacwupseTca ana gobasneHuns pyHKUMOHaNA, HEOBXOAMMOro No/ib30BaTENO CUCTEMbI.

MO co3paHus

Bce moaynun n noacucTemMbl MHTENPUPOBaHbI B e4MHOe MHPOPMALMOHHOE NPOCTPAHCTBO. 18 KaXKaoro
NPOEKTa CTPOUTCA eAMHOEe OnucaHue npeaMeTHOW 061acTM, KOTOPbIM MO/b3YIOTCA BCE MPUIOXKEHMUS,
pa3pabaTtbiBaeMble A41A AAaHHOIO NPOEKTa, B TOM YMcie pa3pabaTbiBaemble CTOPOHHUMM OpraHU3aLMAMMK.



Bce npuknagHble 3a4adn PacCMaTPMBAOTCA KaK QYHKUMOHaNbHble MOAYAWN, WHTErpuMpoOBaHHbIE B
cuctemy. [MMpuKnagHble 3a4ayvn pa3pabaTbiBalOTCA HA OCHOBAHMM CTAHAAPTM3UPOBAHHbIX TPebOBaHUI U
CepBUCOB NpeaocTaBaAoWMe A0CTYN ANs PaboTbl ¢ AaHHbIMKU B KOHUenuun OB,

®PYHKLUMOHANbHbIE NOACUCTEMDbI

MporpaMmHbIN KOMMEKC B LENOM BKIKOYAET cC/eayowme OTAe/lbHble NPOorpaMmHble
NPOAYKTbI:

e [IK «Cnpuyc-UC» - cepBepHas 4acTb CUCTEMDbI;
e [IK «Cnpnyc-UC.APM» - KNMeHTCKaA 4aCTb CUCTEMbI.
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OCHOBHblE NOACUCTEMDI: BcnomoraTtenbHble NOACUCTEMBI:
o [loagcuctema peanbHOro BpemMeHMU e Cuctema noafep:KKM MPUHATUA peLleHui
(onepaTMBHO-ANCNETYEPCKOTO KOHTPONSA W (cnne);
ynpassieHus); e [loacuctembl aHanUTUYECKON 06paboTKM
e [lopcuctema xpaHeHus; OaHHbIX;
e [lopgcuctema npeacrtaBneHmMa n 0b6paboTKu e CpeactBa pa3paboTKM U CONPOBOKAEHUS;
NaHHbIX; e TpeHarkepbl n 0byyatoLmne CUMCTEMBI.
e [loacuctema KOMMYHUKaLUIA;
e [oacuctema MHbOPMALMOHHOWN
6e30MacHOCTU 1 pa3rpaHNYeHna AOCTYNOM;
e [lopcucrema MHPOPMALNOHHOTO

obecneyeHua un AAMUNHNUCTPUPOBAHUA,

CoBMecTMmocCTb
MK «Cupnyc-UC» 6naropapsi BO3MOMKHOCTM MacliTabupoBaHusa 6e3 ocobbix npobsem
YCTaHaB/AIMBAETCA Ha pas/iMyHble annapaTtHble naatdopmbl U GYHKLMOHMPYET Nog PasanyHbIMU
onepaunoHHbIMU CUCTEMAMM.
P
*PC x32/x64 (Solaris11, Linux, Windows)
CepsepHoe 10 *ARM 11/Cortex-A7/Cortex-A53
*3nb6pyc (Inbbpyc OC)
AN
a
NMNo APM *PC x32/x64 (Windows, Linux)
AN
"
M HUA
O cozna *PC x32/x64 (Windows)
NPOEKTOoB




ana I'IOI'IHOLI,GHHOIZ pa6OTbI nPOorpamMmmHOro KomrnJsjiekCa He Tpe6y+0Tc>=| OrpoOMHbI€ Bbl4YUCNAUTENIbHbIE
MOLHOCTW.

@ N

e 46 RAM Ha Kaxable 100 TbiC. TOYEK

e 2-4 ceTeBblX MOPTA NPU PONEBOM OPraHU3aLLUU CUCTEMBI
CepsepHoe 10 * 4-8 apepHbiii CPU

e [10 10 6 Ha ANCKOBOM XpaHWUAULLE B CYTKM (415 3anncy apxmBoB)

e RAID

Yo

e 4 anepHbii CPU

e OT 876 RAM

e bbicTpas BMAeOKapTa 414 annapaTHOro YCKOPEHUA peHaepuHra
e FHD moHutop

APM

Y
v

e 4 apepHbin CPU
O co3gaHmMA NPOEKTOB  * OT8T6RAM
e FHD moHuTOp

AN

NMoacucrema peanbHOro BpemeHu

Moacuctema peanbHOro BpemMeHW npeacTaBnsetr cobon AApPO CUCTEMbl, coaeplkaliee
Habop YHUOULMPOBAHHbLIX NMPOrPaMMHbIX pPelleHnin n obnagaeT NoAHOMacWTabHbIM Habopom
SCADA-$yHKUMN, obecneymBatowMmM KOHTPOb U YNPaBAeHME TEXHONOTMYECKMMM NpoLeccamn B
peanbHOM MacwTabe BpeMeHW, OAHOBPEMEHHO C 3TUM obnagaeT pAAOM NPEUMYLLECTB nepes,
TpagnunoHHbimmn SCADA-nakeTamum.

(L

KoMmmyHUKauuu

B MK «Cunpunyc-MC» nonyvyeHne onepaTmBHbIX AaHHbIX OPraHM30BaHO Yepes NoacuUcTemy

* KOMMYHMKaLMN B KOTOPOM peasin3oBaHbl Pa3/iMyHble NPOTOKO/bl A8 NOAyYeHUA MHPOpMaLLUK C

pasnanyHoro obopyaoBaHWs M B3aUMOAEWCTBMA CO CTOPOHHMMW  UMHPOPMALMOHHbBIMM
cucTeMamm.

eModbus TCP

Noppep>kmeaemble  *MOSCAD

IDOTOKONbI CBAaM ¢ *TOCT P MK 60870-5-101/104
P «M3K 81650/mms

obopyaosaHuem +OPC UA
*SNMP
eHekoTopble NponpueTapHblie NPOTOKO/Ibl CTOPOHHUX NPOM3BOAUTENEN

AN
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CI'IGLI,M(I)MKa Uunun e Classic OPC DA/HDA KnueHT u cepsep (c MCnonb3oBaHUEM
o TYHHEeNNPOBaHMA)
Sl s el e *OPC UA DA/HDA/AE/HAE KnueHT 1 cepsep
CMEXHbIMU elepegaya/npuem AaHHbix /13 CYB[, (Oracle/PostgreSQL/MSSQL)
cuctemamm eHeKoTopble NponpueTapHble NPOTOKO/Ibl CTOPOHHUX NPOon3BoANTENEN

AN




XpaHeHue AaHHbIX

Hanuble B MK «Cupunyc-UC» xpaHATCcA B noacucTemMe XpaHeHWss Ha OCHOBE OObeKTHoW 6as3bl
AaHHbIX (OBA). OB/ cTpouTca Ha 6a3e PostgreSQL, Oracle unu apyrux CYBA.

Moacuctema xpaHeHUs npeacrtaBaseT cobol penaumoHHyo b u aBnaetca eguHbIM UCTOYHUKOM
nHdopmaumm ans BCex noacucTem, Bxoaawmx B cocTaB komnnekca MK «Cupuyc-UC». HanonHeHne 6asbl
nHdopmaumen NPoONUCXoAnT U3 NOACUCTEMbI PEAIbHOTO BPEMEHW B MOJIHOCTHIO aBTOMATUUYECKOM PeXUME U C
YaCTUYHbIM PY4YHbIM BBOAOM MHPOPMaLUN.

MpumeHeHne CYB/, B cocTaBe KOMMNIEKCA pacluimpsaeT rpaHuLbl MCNOAb30BaHUA NAaTGopmbl U genaet
BO3MOXHbIM C OAHOM CTOPOHblI WMCNO/Nb30BaTb BCHO MOLLb CPEACTB, MPEAOCTaBASEMbIX BeayLiMMM
npoussogutenamu CYB/L, c Apyrovi CTOPOHbI 0becneymnBaeT MakCMMAsIbHYHO OTKPbITOCTb 633 AaHHbIX PeanbHoro
BPEMEHMU N apXMBOB.

a A

BCcTpoeHHble
6 ¢ B-tree/ISAM
a3bl ¢ SQLite
AaHHbIX
\ |
« D
e Oracle

BHewHMe e PostgreSQL
CYB -ﬂ. e MySQL*

* Apache Cassandra (cneunanmsmnpoBaHHas tsdb)

<

MNpeacraBneHue n Busyanmsaumsa

Moacuctema BM3yanusaumm BKAKOYAET B ceba nporpammubiii moaynb MK «Cupuyc-MC.APM»,
KOTOPbIA YCTAHABAMBAETCA Ha KAMEHTCKOM 4acTU U NpeacTaBAAOWMIA NONb30BATEN0 OrPOMHbIN
'L byHKLMOHan, BKAOYaoWwmin B ceba cneaytowme 6asosblie GyHKUUM:

e CUCTEMY BM3yanM3aLMuU U yNpaBAeHUs;

e  perucTpaumio Nonb3oBaTenei U pasrpaHMyeHune 4ocTyna;

e OTODOpaKeHMe MHEeMOCXeM, TPEeHA, TPEBOT, }KyPHa0B, ONepPaTUBHbIX COOOLLEHUI, CBOAOK;
e OTODOpa)keHWe JaHHbIX PeasbHOro BPEMEHM U CEAHCOBbIX AaHHbIX;

e ABTOMATU3MPOBAHHbIN BBOA, AAHHbIX Py4HOrO BBOAA;

e NOAAEPKKY MHOTOMOHUTOPHOTO pexuma paboTbl;

e NOAAEPKKY 3KPAHOB KONNIEKTUBHOMO NO/Ib30BaHUA.

be3onacHOCTb U pasrpaHM4YeHne A0CTYNnom

3a pasrpaHuyeHne [O0CTyna K QYHKUMAM CUCTEMbI OTBEYAET MOLLHAA noacuctema
MHbOpMaLUMOHHON 6e30nacHOCTM U pasrpaHMyeHns goctynom (BPL), koTopaa nossonseTt rubko
NPOM3BOAMTb HACTPOMKM NpPaB NoAb30BaTesiel U rpynn Nosb3oBaTesnel ¢ y4eTom ocobeHHOoCTeN
n TpeboBaHM 3aKa3umKa.

Moacuctema 6e30NacHOCTM  OCYLLECTBAAET WAEHTUOMKALMIO, ayTeHTUOMKALMIO W  aBTOPU3ALMIO
npuaoXKeHu/moaynei u nonb3osBaTeneir cucTembl.  KOHTpPOAO W ayauTy MOABEpPraloTca He TO/bKO
MHTEPaKTUBHbIE MONb30BaTENN, HO U Nt0HOE NpuNokeHne/moayNb B CUCTEME, BbINONHAKOLWNE KaKue-nMbo
AeNCTBUA. NpoeHTMdMKaLMM NOABEPratoTCA MNPUNOMNKEHUA CUCTEMbI, ayTeHTUOUKALMM NOoABEPraloTCs
No/b30BaTeNN U MPUNOXKEHUA, BbIMONHAIOLWMECA OT MMEHM MNONb30BaTeNsA, BCe CybbeKTbl NMPOXoAAaT 3Tan
aBTOPM3aLNKN AEUCTBUIA, COFIaCHO ONPeAENEHHbIM POJIAM.



K obnactn gencrema P/l oTHocaTcS:

e BcTpoeHHble mexaHW3Mbl pasrpaHMYeHuns AocTyna

e MexaHu3Mbl perucTpaumm cobbiTnii HGOpMaLMOHHOM BesonacHoOCTH

e MexaHU3Mbl KOHTPONA LLeNIOCTHOCTH

e YnpasieHue BCTPOEHHbIMM MeXaHU3MaMM 3aLMTbI

e Perunctpaumm cobbiTUM ynpaBaeHUs BCTPOEHHbIMU MEXaHU3MAMM 3aLLNTDI

O6beKTbI 3aWmThI

e Toukn b/ PB

e HacTtpoikn mogynen

e TexHonormyeckne apxmsbi

e McnonHaemble mogynu n 6ubnvotekn

e YyeTHble 3anNUcK Noab30BaTeNer U UX NPUBUAETUU
e XypHanbl cobbiTMn BPA,

YCTaHOBKa, HAaCTPOIKa, aAMUHUCTPUPOBAHUE U ANATHOCTUKA

\ OCHOBHbIM MPUOPUTETOM MOACUCTEMbI AAMUHUCTPUPOBAHMA ABNAETCA MONHOCTBIO YAaNEHHOe
ynpas/ieHne MNporpammHbiMM Moaynammu «Cupuyc-MC» Ha Bcex cepsepax/KomnbioTepax (y3nax)
CUCTEMBI C EANHOM TOYKM - paboyero mecta aMMHUCTPATOPA NO3BONAIOLLEN OCYLLECTBAATD:

e YyCTAHOBKY, 0bHOBneHWe n yganeHue MMO;
e KOHTPOJIb Bepcuii u coctasa MO;

e 3arpy3Kky v BbIrpy3Ky bas [aHHbIX;

e ynpaB/ieHWe coCTaBoOM runtime-nakeTos;
e  AMArHOCTMPOBAHWE PaboTbl;

e KOHOUIrypupoBaHMe MoayNeN.

Bonbwoe BHMMaHME B apXMTEKTYpe YyAeNeHO AMArHOCTMKE W NpeaoCTaBAEHUI0 OTYeTOB O paboTte
nporpammHoro obecneveHus, Kak OC, Tak 1 MK «Cupunyc-UC», BkAtovatoLlee B cebs:

e MHOOPMALMIO M AMATHOCTUKY NPOLLECCOB

e Oamnbl aBapui

e KYPHa/ibl CEPBMCOB, NPUNOKEHU

e CTAaTUCTUKY paboTbl 060pya0BaHUA

e MHPOpMauMio No paboTe KOPHEBBIX CEPBUCOB
e  OMNArHOCTMKY CETEBbIX MOAKIOYEHNI

e  [MArHOCTUKY AUCKOB

Bce npunoxeHua MK «Cupuyc-UC» obecneymBardoT BO3MOXKHOCTb MNOAKNOYEHMA ALMWHUCTPATUBHOM
KOHCONM HA OCHOBE CTAaHAAPTU30BAHHOIrO WHTepdenca U NPefoCTaBAAT AAMWHUCTPATOPY [AaHHble O
BHYTPEHHEM COCTOAHUN Moaynen. Yepes eanHbIN UHTepdenCc BO3MOXKEH AOCTYN K BHYTPEHHEW AMArHOCTUKe,
COOEPMKMUMOMY BHYTPEHHUX Tabauy, AaHHbix, ¢arnam B[, puarHocTuke obopyaoBaHMA, YNpaBAeHUIO
moaynamu u T.4. MonHoe packpbite MHPopmauum o paboTe yepes UHTepdeinc No3BoafseT o4YeHb TMOHKO
OpraHM30BbIBaTb MEPONPUATUA KaK NO AMATHOCTUKE TaK U MO a4MUHUCTPUPOBAHUIO.

Cpepa pa3paboTku

B coctaB KoMmnaeKkca BXOAUT OTAENbHbIN YAOOHbIM MHCTPYMEHTaNbHbIM NakeT «Cupuyc-
MNC.RLTStudio», KOTOpbI ABAAETCA 06LIEN MHTEerpaLMoOHHOM cpeaoi pa3paboTKM NPOEKTOoB,
npeaHasHavyeHHbIM A41a onucaHMa 06beKToB aBTOMaTM3aLmMn. B Hem co3gaeTca BeCb NPOEKT,
HauYMHaA OT co34aHUA Bcex 6a3 AaHHbIX, CO34aHNA MHEMOCXEM U 3aKaHYMBAA aHAIMTUYECKMMMU
pacyeTamm 1 reHepaumen WabaoHOB OTHETOB

K AONO/IHUTENbHbIM BO3MOMXHOCTAM MHCTPYMEHTA/IbHOrO NakeTa OTHOCATCA:

e  MmnopT n akcnopt B, anA nepeHoca AaHHbIX U3 O4HOMO XpaHUAULLA B APYroe;
e CospaHue wabnoHos b/;
e PaboTa B MHOTOOKOHHOM peXnme;



e YnpaBneHue 3arpyskoi Ha cepepbl «Cnupunyc-UC» NpoeKkToB (aBTOMaTUYECKM, C MPUMEHEHUEM B
«rOpPAYEM» PEXKUME);
o CepBUCHble PpyHKLUM AnAa pedakTupoBaHua Touek b «Cupuyc-UC».

TexHunyecKkaa noaaepiKKa

B komnaHum OO0 «HIMA Bupa Peantailm» opraHM30BaHa KPYr/ioCyToYHasa ropayasn nHua ans obecneveHmn

ONepaTMBHOM W KBa/IMUMPOBAHHOW MOALEpP)KKe nonb3osatenein. s  3aperucTpupoBaHHbIX

Q nonb3oBaTenei OpraHM3oBaH NOPTan ¢ AOCTYNOM K AUCTPUOYTMBAM MPOrpaMmHoOro obecneyeHms u

‘ [OKyMeHTaumu. COTPYAHUKM CNY»KObl MOAAEPKKM U pa3paboTyMKM NporpammHoro obecneyeHus
onepaTMBHO NOMOraloT 06ecneynTb:

e KoHcynbTaumm no GpyHKLMOHANY M BO3MOMKHOCTAM KOMMAEKCa

o [lpnem 3amevaHui

e [lpuem noxenaHum

e WHbopmaumto 06 06HOBAEHUAX NPOrPAMMHbIX MOAY/IEM U NPOAYKTOB

e KOHCynbTaumMm nNo ycTaHOBKe, HAaCTPOMKaM NporpammHoro obecneyeHums

O6y4yeHue

B yuebHom ueHTpe «HIMA Bupa Peantailm» npoBoauTcA 0bBydeHME M MOAFOTOBKA TEXHUYECKUX
CNeLManuncToB, 3aHATLIX B pa3paboTke M 06CNYKMBAHMM CUCTEM aBTOMATU3ALMUMU TEXHONOTUYECKMX
MpOoLeccos.

O6byyeHne NpoxoauT B CneunanbHO 060pyA0BaHHbIX y4ebHbIX Knaccax B odmuce KOMMAHUKU U
Ha daKkynbTeTe NOBbIWEHMA KBaandbMKaumm MOCKOBCKOTO SHEPreTUYeCcKoro MHCTUTyTa - MaU (TY).

B npouecce obyyeHus caywatenn NpoxoaAaT TEOPETUYECKUI KypC U TPEHUHT. YUYeHble U CneunanmcTbl
BY3a u Hawen ¢dmpmbl obecneumBatoT BbICOKUI YPOBEHb MOATOTOBKM cneunannctos. Mo ntoram obyyeHus
caywartenu noay4atot ceptudukatol «HMA Bupa Peantanm».



